
MOST KEYLOGGERS ARE 
NEARLY IMPOSSIBLE TO 
DETECT

Studies show that 97% of keyloggers now 
have the ability to change their form and 
go on undetected by antivirus software. 
Most enterprise security protocols lack the 
ability to fully protect their endpoints from 
a zero-day keylogger.  While billions of 
dollars are being spent on endpoint 
security for detection, containment and 
response, in many cases keyloggers still 
go undetected for months and sometimes 
years. [2]

To protect the endpoint you 
must protect the keystrokes 

      esktops, laptops and mobile 
devices are being utilized by hackers 
as an easy entry way into a 
corporation's network. According to 
a current Data Breach Report, 
keylogging spyware is used in the 
early stages of an attack to obtain 
credentials and other information 
needed to bypass security protocols 
and gain network access. 

Until now, cyber security teams have 
not been successful in protecting 
against keyloggers, which are 
commonly downloaded as a result of 

clicking on an infected link inside an 
email, text message or web page. 
These programs can even be 
disguised to look like word 
documents and spreadsheets. This 
practice of tricking unsuspecting 
victims into clicking on links that look 
legitimate is called phishing. 
According to recent reports, 
“phishing was found in 90% of 
breaches and 95% of phishing 
attempts that led to a breach, were 
followed by software installation, 
including keyloggers. [1]

PREVENTION is the only Solution:

You can’t always stop a zero-day keylogger from getting onto an endpoint, however
EndpointLock can STOP the zero-day keylogger from stealing your keystrokes. 

Cybercriminals will always find ways to dupe unsuspecting employees and consumers into clicking on infected links 
that download keyloggers onto their device. ACS Endpointlock Keystroke Encryption eliminates the ability of a 
keylogger to capture keystrokes on your device, even those not yet discovered by antivirus, antispyware and 
firewalls. Endpointlock’s patented keystroke encryption uses ACS Keystroke Transport Layer Security (KTLS™) 
protocol to route your keystrokes around the vulnerability (where keystrokes normally travel and the keyloggers sit 
waiting to capture every word you type). With keystroke encryption installed at every endpoint, you are protected 
even if a keylogger gets onto a device. 

ACS Patented EndpointLocK Keystroke Encryption

•  Eliminate keylogger capture of credentials wherever EndpointLock is installed.  
• Scalable: ACS EndpointLock for Enterprise can be easily deployed through typical     
 deployement methods including MS GPO, PowerShell, SCCM, 3rd Party Apps.
• Receive Kernel level alerts of deep compromises from within the Kernel itself.
• Block Screen Capture and Clickjacking with comprehensive EndpointLock protection.
•  Automatically utilizes the TPM (Trusted Platform Module) chip if available.
•  Available for Desktop (Windows and Mac) or Mobile (Apple and Android).
•  A mobile SDK is available to integrate directly into your app(s).
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