
 
 

KEYLOGGERS IN THE NEWS 
 

 

 

November 1, 2019 

MORE THAN 21 MILLION LOGIN CREDENTIALS HAVE BEEN STOLEN BY 

HACKERS FROM FORTUNE 500 COMPANIES AND HAVE BEEN PUT UP FOR 

SALE ON DARK WEB MARKETPLACES, NEW RESEARCH HAS REVEALED 
The study found that Dark Web marketplaces are offering access to networks owned by a large number of FTSE 100 

and Fortune 500 companies, 29 percent of which are banking and finance companies, 24 percent are healthcare 

firms, 16 percent are e-commerce firms, and 12 percent are organizations in the education sector. The tools on offer 

are either stolen remote access credentials, backdoor access software, Remote Access Trojans, or keyloggers. 

 

October 30, 2019 

CONFIRMED: NORTH KOREAN MALWARE FOUND ON INDIAN NUCLEAR 

PLANT’S NETWORK 
The network of one of India's nuclear power plants was infected with malware created by North Korea's state-

sponsored hackers, the Nuclear Power Corporation of India Ltd (NPCIL) confirmed today. Several security 

researchers identified the malware, as a version of Dtrack, a backdoor trojan developed by the Lazarus Group, North 

Korea's elite hacking unit. The trojan includes keylogging among other features. 

 

October 25, 2019 

KEYLOGGING DATA VAMPIRE PLEADS GUILTY TO BLEEDING TWO 

COMPANIES 
This enabled him to install malware that does the same thing as the hardware keyloggers, or what’s called a digital 

keylogger. Whether they’re hardware or software, both tools give crooks a way to track everything that people type 

on compromised systems. Then, using the stolen logins, Agarwal got into the company’s network and went after 

data from various employees, including the ones working on that hot new technology, and he ripped off what he 

could find.  

 

October 22, 2019 

PHISHING ALERT: THIS FAKE EMAIL ABOUT A BANK PAYMENT DELIVERS 

TROJAN MALWARE 
Available to crooks for as little as $58, the malware is an information stealer and surveillance tool, using capabilities 

including keylogging, taking screenshots, and stealing clipboard contents to secretly take usernames and passwords 

from infected victims. 

 

October 18, 2019 

SPAMMY SEXTORTION MALWARE ONLY TARGETED FRENCH ISP 
The extortion messages tended to contain "very technical language; RDP, keylogger, authority to access..." and 

general computing-related terms intended to convince non-techies that they had been comprehensively pwned by an 

adept attacker. 
 

September 3, 2019 

HERES WHAT TAX PROS CAN DO SO THEY ARENT TAKEN ON A PHISHING 

TRIP 
An attachment may contain malicious software called keylogging. This software secretly infects a computer and 

provides the thief with the ability to see every keystroke. Thieves can then steal passwords to various accounts. The 

thief can even take remote control of computers, enabling them to steal taxpayer data. 

 

August 22, 2019 

IRS WARNS OF DANGEROUS NEW EMAIL IMPERSONATION SCAM 
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This new scam uses dozens of compromised websites and web addresses that pose as IRS.gov, making it a challenge 

to shut down. By infecting computers with malware, these imposters may gain control of the taxpayer's computer or 

secretly download software that tracks every keystroke, eventually giving them passwords to sensitive accounts, 

such as financial accounts. 

 

August 21, 2019 

CYBERSECURITY: THIS TROJAN MALWARE BEING OFFERED FOR FREE COULD 

CAUSE HACKING SPIKE 
Uncovered by security researchers at LMNTRIX Labs, NanoCore v1.2.2 offers users a variety of attacks against 

Windows systems, including the ability to steal passwords, perform keylogging and secretly record audio and video 

footage using the webcam. 
 

August 19, 2019 

POPULAR VPN SITE CLONED TO SPREAD MALWARE 
“Visitors to the fake website were prompted to download NordVPN's client. The real program was installed to avoid 

suspicion, but the Win32.Bolik.2 banking Trojan was downloaded alongside it, infecting a user’s system. 

“The Win32.Bolik.2 trojan is an improved version of Win32.Bolik.1 and has qualities of a multicomponent 

polymorphic file virus. Using this malware, hackers can perform web injections, traffic intercepts, keylogging and 

steal information from different bank-client systems,” the Doctor Web report explains. 

 

August 21, 2019 

WHY ADWARE AND TROJANS PLAGUE THE EDUCATION INDUSTRY 
“TrickBot tries to grab information by downloading components to perform specific malicious tasks, such as 

keylogging and moving laterally within a network.” 

 

August 5, 2019 

THE VENEZUELAN MILITARY IS UNDER ATTACK…FROM CYBERCRIMINALS 
“The document attached is self-extracting, meaning it can begin to download and install other malicious files 
without alerting the victim. This is used to install backdoor components that allow the group to steal and 
encrypt documents, take screenshots of the victim’s system, and record keystrokes.” 

 

July 24, 2019 

THIS ANDROID MALWARE CAN TAKE PHOTOS AND VIDEOS AND SPY ON 

YOUR APP HISTORY 
Includes keylogging, taking photos and videos, retrieving history of apps including web browsers, social media 

services, and messengers, tracking the location of the user, and much more 

 

July 10, 2019 

MICROSOFT WARNS AOBUT ‘FILELESS TROJAN USING LEGITIMATE TOOLS TO 

AVOID DETECTION 
Once it’s in your computer, Astaroth can steal sensitive information like credentials and keystrokes, and then send 

the data to a remote attacker, according to Lelli. That stolen information can be used to move across networks or to 

carry out financial theft, or it can be sold to other criminals. 
 

 

July 9, 2019 

MICORSOFT CONFORMS WINDOWS GREAT DUKE OF HELL MALWARE 

ATTACK 

The Astaroth Trojan can employ many techniques, including keylogging and clipboard monitoring, to steal login 

credentials 
 

July 6, 2019 

STAYING SAFE WHEN USING FINANCIAL APPS AND TEC HNOLOGY 

Spyware is a type of malware that spies on you. It usually includes a key-logger or something that records 

keystrokes to try to collect usernames and passwords. The spyware will then secretly send this data back to a central 

server to be used in crime. 

 

June 19, 2019 
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RESPONSIBLE FOR STEALING TOKENS WORTH $534 MILLION FROM 

COINCHECK 
Netwire is categorized as a trojan horse that aims to infect user’s device to record keystrokes and collect information 
 

June 17, 2019 

DAILY NEWS ROUNDUP: HOUDINI MALWARE TARGETS YOUR BANK 

ACCOUNT 

Clicking the link leads to a download of malware which includes a keylogger, a mail credential viewer, and a 

browser credential viewer.  

 

June 14, 2019 

NEW WSH RAT MALWARE TARGETS BANK CUSTOMERS WITH KEYLOGGERS 
Security researchers have discovered an ongoing phishing campaign distributing a new remote access trojan (RAT) 

and actively targeting commercial banking customers with keyloggers and information stealers. 

 

May 16, 2019 

10 IN EASTERN EUROPE ARE CHARGED IN MALWARE ATTACKS IN THE U.S.  
Ten people have been charged in malicious software attacks on tens of thousands of computers that caused more than 

$100 million in financial losses, authorities in the United States and Europe said on Thursday. 

Once opened, the emails enabled hackers operating from Europe to record keystrokes from the victims’ computers, 

steal login credentials for bank accounts and wire money out of the accounts. 
 
 

May10, 2019 

SOCIAL BREACHES TARGETING C-LEVEL EXECUTIVES SPIKE IN 2018, VERIZON 

SAYS 

“Admittedly we do not have as much data as to what is happening beyond the deception and initial device 

compromise. The inclusion of keylogging malware is a good indicator that additional credential theft and reuse is a 

likely next step.” 

 

May 10, 2019 

HOW PAYMENT CARD FRAUD IS FEEDING THE CYBERCRIMINAL ECONOMY 
Malware is commonly delivered through phishing emails and via compromised websites. Two of the most prominent 

threats to payment data are POS malware and network sniffing or keylogging malware. POS malware will scan a 

device’s active processes and scrape payment data before it is encrypted. 

Malware will often be implanted as part of a security breach and can remain undetected for months or even years 

after the breach is closed. Network sniffing malware analyses network traffic and copies sensitive data including 

payment details, while keylogging malware records a user’s keystrokes, harvesting information such as names, 

passwords and financial data. 

May 8, 2019 

CYBER ESPIONAGE TARGETING PUBLIC SECTOR ROSE 168% IN 2018 

However, keylogging malware included in those phishing attempts led analysts to believe attackers were looking to 

compromise user credentials to gain further access to government networks.   

 

April 30, 2019 

HACKERS STEAL $1.75 MILLION FROM CATHOLIC CHURCH IN OHIO 
Hackers broke into two email accounts belonging to the church (perhaps as a result of phishing, 
keylogging malware or password reuse are also possible explanations) and staff were tricked into believing 
that their contractors’ bank account details had changed. 
 

April 16, 2019 

MALSPAM CAMPAIGNS DISTRIBUTE HAWKEYE KEYLOGGER. POST 

OWNERSHIP CHANGE 
“Recent changes in both the ownership and development efforts of the HawkEye Reborn keylogger/stealer 

demonstrate that this is a threat that will continue to experience ongoing development and improvement moving 

forward,” said Edmund Brumaghin and Holger Unterbrink, researchers with Cisco Talos. Once a victim clicks on 

the attachment, the email-senders have intentionally made the contents of the documents look blurry — and the user 
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is prompted to enable editing to have a clearer view of the contents. After they do that, the injection process begins, 

with the HawkEye keylogger being downloaded. 
 

April 12, 2019 

NEW MALWARE TAJMAJAL IS SCARY & SOPHISTICATED  

Cybersecurity experts are calling attention to what appears to be spyware on steroids. The malwar gives the attacker 

an all-access backdoor from which he or she can execute commands, use keylogging, exfiltrate files, steal 

cryptography keys, steal browser cookies, and more. 

 

 

March 18, 2019 

AVOID THESE GOOGLE PLAY STORE APPS 

Apps in the Google Play Store from unscrupulous developers that purport to upgrade your phone to Android 9.0 

Pie or older versions have been spotted by Android Police. Installing these apps in the hopes of receiving a platform 

update is likely a good way to wind up bombarded with advertisements, spyware, or malware. 

 

February, 2019 

MCAFEE MOBILE THREAT REPORT: 
Banking Trojans add new functionality, such as keylogging and other spyware jobs, expanding their risk profile. 

 

January 25, 2019 

THE DANGERS OF KEYLOGGERS IN CRYPTOCURRENCY AND HOW IT AVOID 

THEM 
Since keyloggers record keystrokes made by computers, they’re extremely dangerous in cryptocurrency. Users’ 

private key information can be stolen or exposed once they enter it onto a device. Keylogger attacks could be 

potentially catastrophic for cryptocurrency users depending on the amount of crypto you hold. After all, if you lose 

your private keys, you’ll almost certainly lose all the cryptocurrency you own. Since most cryptocurrency platforms 

ask users to key in their password and set up multi-factor authentication, Dey warns that “all this information can be 

silently harvested by the keylogger and sent back to the malicious hacker”. Moreover, as technology advances, so 

does the threat of cybercrime. Keylogger attacks have now become more sophisticated and often go undetected by 

free antivirus software. 

 

January 23, 2019 

TROJAN MALWARE TOPS RANSOMWARE AS BIGGEST HACKING THREAT TO 

HEALTHCARE: 
Trickbot also plagued the healthcare sector in 2018. The researchers described the trojan as “a nasty information 

stealer that can download components for specific malicious operations, such as keylogging and lateral movement 

within a network. What’s worse is that the two commonly are paired together, with Emotet using Trickbot as the 

most common payload. The researchers found 1.5 million overall detections of the virus on business endpoints last 

year. 

 

December 28, 2018 

SPY APPS ARE THE LATEST WEAPON IN RELATIONSHIP DRAMA: 
Secret keylogging mobile apps let you see your partner's emails and texts, track them with GPS and, if you pay 

enough, access their Instagram and Snapchat accounts. 

 

December 27, 2018 

SPYWARE IS ENDANGERING PEOPLE’S LIVES: 
Pegasus is capable of logging keystrokes, and thus can read what you’re typing before it is encrypted. 

 

December 6, 2018 

NSO’S PEGASUS SPYWARE LINKED TO SAUDI JOURNALIST’S DEATH: 
Jamal Khashoggi, a Saudi Arabian dissident writer who had been living in self-imposed exile in the United States, 

was said to have been murdered after walking into the Saudi Consulate in Instanbul. Shortly after the apparent 

murder, Khashoggi’s colleauge, Omar Abdulaziz, A Saudi dissident who received asylum from Canada, 

claims that he clicked on a link sent to his phone that surreptitiously allowed the NSO Group’s 

technology, called Pegasus, to spy on him. Abdulaziz was in close contact with Khashoggi to p lan actions 

to embarrass the Saudi government.  
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November 27, 2018 

PEGASUS SPYWARE TARGETS INVESTIGATIVE JOURNALISTS IN MEXICO: 
In May 2017, Journalist Javier Valdez Cárdenas, founder of Río Doce, a Mexican newspaper known for 

investigating the narco trade, was gunned down near his office in. Just days later, Río Doce’s director and a 

colleague were targeted with the Pegasus spyware. This report states, “Thanks to its keylogging and audio recording 

capabilities, it was stealing messages before they were encrypted (and, for incoming messages, after decryption). 

 

November 26, 2018 

IBM: WE NEED TO TALK ABOUT NIST DROPPED PASSWORD MANAGEMENT 

RECOMMENDATIONS: 
Mitnick said. “If you get malware on your machine with keylogger ability, it won’t matter if you have a password 

manager or not. 

November 24, 2018 

BAD GUYS ARE NOW TAKING OVER EMAIL INBOXES WITHOUT 

PHISHING ATTACKS: 

Account takeover: Here, attackers use information-stealing malware and keyloggers to gain access to and hijack a 

corporate email account, which they then use to make fraudulent requests to colleagues, accounting departments and 

suppliers. They can also alter mailbox rules so that the victim’s email messages are forwarded to the attacker, or 

emails sent by the attacker are deleted from the list of sent emails.  

 

October 18, 2018 

GREYENERGY SPY APT MOUNTS SOPHISTICATED EFFORT AGAINST 

CRITICAL INFRASTRUCTURE:  

A new APT group, dubbed GreyEnergy by researchers, has emerged as a successor to the infamous BlackEnergy 

APT group, which was behind the electric grid cyberattack and resulting power outage in the Ukraine in December 

2015. However, GreyEnergy’s focus and targeting revolve around cyber-espionage. Its malware modules perform 

tasks like backdooring, file extraction, taking screenshots, keylogging, password and credential stealing. 
 
October 3, 2018 

ZOHO DOMAINS CENTRAL TO KEYLOGGER, DATA THEFT CAMPAIGS 

WORLDWIDE: 
Researchers have uncovered a keylogger phishing campaign which abuses Zoho to spread to millions of victims in 

order to exfiltrate data of victim devices. Keyloggers are defined as malware families which have been given the 

capability to monitor keystrokes and input from Human Interface Devices (HIDs). The malware may also be able to 

conduct clipboard monitoring and screen capture. When a compromised PC is used by an individual to access their 

email account, for example, the malware is able to record the keys pressed on a keyboard.  
 

September 21, 2018 
NEW VIROBOT MALWARE WORKS AS RANSOMWARE, KEYLOGGER 

AND BOTNET: 
A newly discovered malware strain is a multi-tasking threat that besides working as ransomware and encrypting 

users' files, it can also log and steal their keystrokes, and add infected computers to a spam-sending botnet. Virobot 

is also not the first malware strain that combines different components. The line between ransomware, banking 

trojans, keyloggers, and other malware categories has been getting murkier in past years. For example, malware 

strains such as MysteryBot, LokiBot, Rakhni, or XBash, have often come with multi-functional features, blending 

everything from ransomware to cryptominers in the same package.  
 
September 25, 2018 

ADWIND TROJAN USES PHISHING TO CIRCUMVENT ANTIVIRUS AND 

INFECT WORKSTATIONS:  

Not only is the RAT able to collect PC information and keystrokes, as well as steal credentials and data submitted 

via web forms, the malware is also able to record video, sound, and take screenshots.  
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August 21, 2018 

GEORGIA UNIVERSITY RISKS HEALTH, PERSONAL INFORMATION OF 

417K IN BREACH: 

A search warrant affidavit alleges Ms. Phillippi installed a keylogging malware, a tool that captures keystrokes, on 

nearly all computers owned by the county. However, she has not been criminally charged. 

 

August 2, 2018 

MALICIOUS ANDROID APPS INFECTED WITH WINDOWS KEYLOGGERS 

PULLED FROM GOOGLE PLAY: 
145 apps contained underlying executables for Windows systems of particular interest was one PE file which was 

present in all but three of the malicious apps found in Google Play. This particular file was a keylogger designed for 

Windows machines. 
 

July 13, 2018 

MUELLER INDICTMENT AGAINST 12 RUSSIAN AGENTS IMPLICATES 

KEYLOGGER 
A keylogger was used to hack into the Democratic National Convention (DNC) and steal emails including Hillary 

Clinton. On or about April 18, 2016, the Conspirators activated X-Agent’s keylog and screenshot functions to steal 

credentials of a DCCC employee who was authorized to access the DNC network.   

 
June 8, 2018 

CYBER CRIMINALS SHIFTING TO SOCIAL ENGINEERING:   
Keyloggers and backdoor attacks were far more common on Mondays. This timing may be linked to employees 

returning to work after relaxing or exhausting weekends, then working furiously and perhaps a little carelessly to 

tackle their to-do lists for the week. Did you know that 91% of successful data breaches started with a spear phishing 

attack?  
 

June 6, 2018 

FINANCIAL PROFESSIONALS TARGETED BY SOPHISTICATED 

‘KEYLOGGER’ MALWARE:  
Financial institutions are being targeted by two keyloggers, Emotet and URSNIF, which were designed specifically 

to operate undetected in a firm's technology, Mr. Norton said. These malwares, which infect a computer through a 

Microsoft Office document, can evade detection and hijack transfer payments. Keyloggers are programs 

downloaded, usually through an email attachment, and act in the background. Instead of information to one website, 

keyloggers can track every user name and password entered, and even gather answers to security questions. Andy 

Norton, Lastline's director of threat intelligence and author of the report, said one keylogger can result in 50 sets of 

stolen login credentials. 

 

April 17, 2018 

HACKERS THINK GLOBAL, ACT LOCAL: SMALL BUSINESS AT 

GREATER RISK: 
About 85% of data breaches can be traced back to user behavior, according to Experian. This includes reusing 

passwords, clicking on bad links that download keylogger software, or not verifying email messages before 

responding to a request. 
 
February 5, 2018 

SCAM OF THE WEEK: WAVE OF PAYROLL DIRECT DEPOSIT PHISHING 

ATTACKS: 
They bypass your firewall/antivirus security software and social engineer your employees to click on a malicious 

link or open an infected attachment. From that point forward they hack into your network and put keyloggers on 

accounting systems.  

 

January 9, 2018 

HIPAA JOURNAL: THE HIPAA PASSWORD REQUIREMENTS AND BEST WAY TO 

COMPLY WITH THEM: 
Accessing password-protected accounts from secondary devices increases the risk of a data breach due 

to keylogging malware. This type of malware runs undetected on computers and mobile devices, secretly recording 

every keystroke in a file for later retrieval by a hacker. As this is a foreseeable risk to the security of Protected 
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Health Information, Covered Entities must either introduce policies to limit users to the devices from which they can 

access password-protected accounts or find an alternative to the HIPAA password requirements. 
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HIPAA JOURNAL: NIST DIGITAL IDENTITY GUIDELINES AND TWEAKS 

PASSWORD ADVICE: 
NIST also points out that while these measures – and strong passwords – can help to thwart brute force attacks, they 

are not effective against many forms of password-related attacks. Even if a 100-character strong password is used, it 

will still be obtained by a malicious actor who has installed keylogging malware or if an employee responds to a 

social engineering or phishing attack. Other security controls must therefore be implemented to prevent these sorts 

of attacks, NIST suggests physical security mechanisms should be adopted to prevent the theft of cryptographic 

authenticators, while system security controls should be implemented to prevent malicious actors from gaining 

access to systems and installing malware such as keyloggers. 

 

VERIZON 2018 DATA BREACH REPORT: 

“Phishing individuals (Social) and installing keyloggers (Malware) to steal credentials (Hacking) is still a common 

path.” 

 

August 22, 2017 

verizon 2017 data breach report: 
- “Phishing was again the top variety, found in over 90% of both incidents and breaches. 95% of all phishing 

attacks that led to a breach were followed with some form of malware. 60% of Malware-related breaches 

include keyloggers.” 

- “93% of breaches were associated with organized crime. The actions taken include: social attacks on customers 

via email attachments, followed by banking Trojans, and the subsequent use of stolen credentials captured by 

keyloggers or form grabbers.” 
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